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FirstClass Server

FirstClass Server Release 8.0 delivers a wide range of new functionality, geared to improving usability and
performance for both administrators and users:

Removal of Limits Wherever Possible
To increase the flexibility and power of the FirstClass Network Store (formerly known as "Post Office") a

comprehensive re-engineering effort has been undertaken to extend or remove all possible limitations on the
length of various names, numbers of messages, and so on. Specific increases include:

e Longer names for folders, conferences and attachments

e Support for 4096 flaggable items per conference and mailbox (you can see this on FirstClass Online
now)

e Support for more than 25 rules and actions

Increased Server Performance for Large Scale Sites

Many of the larger FirstClass sites now run over 100,000 users, with the largest site being over 500,000 users
on a single server. The FirstClass 8.0 release includes a number of optimizations required for these sites, but
whose benefit will be felt by all.

Improvements Include:

e Mail delivery up to 10 times faster

e Better administrator control over performance tuning

¢ New task monitor for performance tuning. The new Server Task Monitor displays detailed information
about the CPU and memory usage of every task and session inside the FirstClass server, in real
time.

e Better use of multiple processors

= Tasks Monitor : FirstClass - |EI|1|
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ID|Task Mame  |Descrigtion | Funz|  Run %] Longest CPU(ms)| TotalCPU(s)| LongestSy=ome)|  AvgSys (me)|  Longest 10 (ms)|

0 Sy=hlon Metwork connection dizpstcher 2358433000 23610 130381 54930 0.000 0.000 0.000

0 SysWvork Audit and message delivery 12224 000 0121 28952 1624 4 406 0103 5722

0 SysUl Uzer interface tazk 4750402000 47 254 76113 13.234 0.000 0.000 0.000

0 SysStats Stats events 100 task 595.000 0.007 1.667 0.005 0.000 0.000 0.000

0 SysJobs Background operations task 323.000 0.003 1.324 0.011 7 599 090 7738

0 MirrorTask Mirroring operations task 283,000 0.003 0.053 0.001 0.000 0.000 0.000

100 Sess 100 Administrator 2823632.000 2792 174.493 13746 1.095 0123 4337
KIN I

Audit Enhancements

FirstClass Audit (formerly known as trash collection) has been optimized so that it runs much faster than in
the previous release and may now be configured in a limited time range (for example, 2 to 4 AM). If audit
does not finish in this time range, it automatically restarts the next night at the place it left off.

Audit time interval options

Audit schedule
Uze these fields to specify when you want an automatic audit to run. If you choose an end
time, the auditwill suzpend at thattime and resume where it left off the next time it runs.

Start time: IS:DD am 'I
End time: ICompIeted 'I
Last audit: ‘Wed, Jun 30, 2004 §:23:25 AM




Resource Handling

FirstClass 8.0 includes substantial improvements to the handling of various client resources, including icons,
background pictures, and form templates. These resources can now be managed on a per-folder basis,
allowing conference controllers to manage look and feel without requiring Administrator control.

Desktop Modeling Enhancements

Significant enhancements have been made to the modeling of desktops. Administrators now have much
more flexibility in deploying model desktops for users. New features include:

e 'Copy from model' option that models all Desktop objects, plus the view properties, background image
and window size

Per-object settings that control how objects are modeled to users' desktops (link, copy, new, ignore)
Documents, bookmarks, and other objects can now be modeled to user desktops

Renaming objects on the All Users desktop (all objects except Mailbox) can be renamed

Desktop object names can be personalized using the user's name or other variables

FirstClass Post Office Becomes FirstClass Network Store

As FirstClass continues to evolve from a messaging system to a rich object-oriented information exchange
suite, the FirstClass server must maintain and store a wide variety of persistent objects; including messages,
applications, calendars, web sites, directory information and tools. Reflecting this change, the internal
structure has been enhanced to better store and manages diverse objects. The Network Store now uses a
more flexible architecture for future expansion. In addition, the former FirstClass Post Office has been
renamed the FirstClass Network Store

Automated FirstClass Administration

As systems become larger and administration resources become stretched, it is more important than ever to
preserve the FirstClass reputation for reliability and ease of administration. FirstClass 8.0 extends the
automation in server administration with a number of important enhancements, which include:

e Automatic Network Store and Directory repair (note: "Network Store" formerly known as "Post
Office")

¢ Automatic repair of mirroring faults

e Audit suspend/activate on individual users

e Peruser and per conference audit (via FirstClass Scripting and FPP)

External Authentication / Single Sign-on

In conjunction with the new FirstClass Directory Services module, the server supports the ability to
authenticate user logins using an external LDAP V.3 directory.

Snapshot Hold/Release (originally released in FirstClass 7.1 SP1)

This feature enables a FirstClass site to take advantage of the "snapshot" capabilities of advanced disk
arrays. If your disk storage array supports "snapshot" or similar "quick backup" functionality - which can make
a near-instant copy of the data - the new Snapshot Hold/Release feature enables you to put the server on
"hold" for a very short period of time in which a "snapshot" can be taken. The hold can then be released, and
the snapshot copy can be used to backup to tape or media as desired. Snapshot hold and release
commands can be issued manually via the FirstClass Server console or programmatically via the FirstClass
Provisioning Protocol (FPP) using FirstClass Scripting commands.

Batch Admin Becomes FirstClass Scripting

To better meet the needs of administrators and developers, FirstClass is evolving to enable more powerful
methods of querying and updating the FirstClass Network Store programmatically. Reflecting these changes,
the old Batch Admin feature has been substantially enhanced and renamed as FirstClass Scripting.



Enhancements include:

e The FirstClass Scripting EXPORT command now preserves the last modified date on exported
objects

¢ Online diagnostics via FirstClass Scripting (no need to shut down server)

e The FirstClass Scripting UPDATE command permits the merging of two resource files on a live
server, providing an easy way to add new resources to the resource files stored in FC Resource
Registry.

e The FirstClass Scripting DELFLD command supports the deletion of all entries in address fields (for
example, the contents of a Global Mail List or the permissions list of a conference can be deleted with
one command.)

e New ability top copy entire trees of folders, conferences and messages with a single command

e Many improvements to existing commands

e Many new commands

Group-restricted Sub-administration

This powerful new feature enables delegation of user administration in a secure and restricted manner.
Administrators can now grant certain users the ability to administer users within specific user groups. In the
example below, the user would be able to view and edit the user information for users in the "Employee" user
group only. Group Administrators can be assigned to each major group, freeing the primary FirstClass
administrator from routine changes to user names, email aliases, and other directory information. Group
Administrators do not have access or privileges to change any server configuration settings.
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Directory Field Display Options

Additional user information fields can now be displayed in the Directory window. Administrators can select
the fields to be displayed (see image below). This is controllable on a group basis - so some groups might be
able to view numerous fields in the Directory, while others may be restricted to user name only. This enables
users to access more information from the directory - without requiring the "view user information" privilege.
This can be used to look up phone numbers and other directory information about members of the
organization. Controlling the visible fields on a per-group basis enables selective disclosure of personal
profile information.

Wisikle Directary fields:




New Privileges and Limits
FirstClass 8.0 provides more flexibility when setting privileges and limits at the group or user level.
Several existing privileges have been split into separate privileges:

"Private Chat" and "Public Chat"

"View Resume" and "Create Resume"

"Create Conferences" and "Create Calendars"

"Voice access" and "Voice Menus" (requires FirstClass Voice Services)

"Auto Reply", "Auto Forward", and "Mail Rules"

"Internet Client" (POP3/IMAP), "Disk Access" (CIFS) and "Web Client" (web interface)

New privileges include:

e "Mailbox Permissions" enables users to edit their Mailbox Permissions
"Publish Files" enables users to share files through a special "Shared Documents" folder accessible
vie the directory
"View Presence" enables users to see the online status of other users
"Manage Presence" enables users to determine who can view their presence status
"Create Contact Databases" enables the user to create a sharable "Contacts" folder
"Create Chat" enables the creation of a Public Chat object
"Publish Directory Names" of created Calendars and Conferences
"Make Voice Call" enables the initiation of a voice telephone call
"Copy to clipboard" enables users to copy paste content to other applications
"Save to disk" enables users to save objects to their local drives
"Printing" enables printing of FirstClass content
"Search" enables users to search within conferences
New limits include:
e "Maximum Recipients" limits the number of recipients to which a message can be addressed
e "Maximum Invites" limits the number of users that can be invited to an Instant Messaging session

New Administration Tools

* Server Control : I = 3|

Server |Backups| Stalusl Lugg\ngl

New Server Control Panel

New Server Monitor with advanced functionality
Improved error logging and reporting

Improved mail loop detection and suppression
Improved layout of the User Information Form

Server avalabilty

Fast Shutdown I Palite Shutclowin I l_ Dizable all logins

Server auddit

Force Audit Stop Audit I

Miscellaneous

Send a message to all users logged in;

| Broadcast
Force logoff of specified user IC:
|\ Farce Logoff

Force a gateweay connection:

| Start Gateway

Reset

Reset Services Reset Madems

Support for User Content Folders

User content sharing privileges configured at the group level:
¢ My Shared Documents (documents folder that can be shared with others)
e My Web Site (formerly the "Home Page Folder")



Security Enhancements

Enhanced Security

The FirstClass 8.0 server introduces a number of important security improvements. These include server
support for S/IMIME configuration and enhancements to the FCP encryption scheme. In addition,
administrators are now able to improve overall system security by forcing the use of encrypted connections
and by disallowing the use of saved passwords.

Password Change Disable

This feature enables administrators to prevent users from changing their passwords. This is typically required
when enabling the new External Authentication option in FirstClass Directory Services.

New FCP Encryption Using CAST-128

FirstClass has always included the ability to encrypt the connection between the client and server, using an
advanced proprietary encryption method. As part of our continued goal of delivering the most secure
experience possible to our customers, we have enhanced this facility by adding an additional standards-
based encryption option. This is based on CAST-128, a public-standard encryption algorithm, fully described
in RFC-2144 of the Internet Engineering Task Force (IETF). Full details may be found at
http://www.ietf.org/rfc/rfc2144.txt . We believe that this is an excellent choice, being both cryptographically
strong and high performance.

Secure Connection Option

FirstClass has always provided the ability to use a secure, encrypted connection between the client and
server, but this choice has been made by the end user. To better meet the needs of security-conscious
organizations FirstClass 8.0 enables the administrator to configure the server to automatically turn on
encryption for all client connections.

Enforce Minimum Client Version

FirstClass 8.0 enables the administrator to (optionally) enforce a minimum client version for connecting to the
server.

Upload Restrictions

In FirstClass 8.0, the former "Download Restrictions" feature has been expanded to include restriction on file
uploads as well. These restrictions combined enable administrators to prevent the uploading or downloading
of certain file types. Restricting the download of common computer virus file types can help prevent virus
infection of users' computers, even if they attempt to open the email attachment. By restricting the uploading
of such file types, administrators can prevent viruses from entering the system and spreading to others.



FirstClass Client

With the release of FirstClass client 8.0, we continue improving the primary access method for FirstClass. The

latest version of the FirstClass Client contains numerous enhancements to existing features and many new
features which have been high on customer wish lists.

Calendar Enhancements
Enhancements to the calendar include:

Optional delivery of new events to Mailbox

Tentative acceptance of new events

Multi-day Daytimer view

Improved look and feel for both week and month views (see below)
Better year selector and current-month display (see below)

All day events (day view displays all-day events at the top of the view)
Import and export events in vCal and BlackBerry formats (see below)
Today view includes a mini month pane for easy navigation

View multiple weeks in week view

Reminder enhancements:

Participants can change their reminder settings

Reminder snooze feature

Default reminder preference settings

Participants can change category and color of event (only affects that participant's view)

New look and feel for month view Multi-day Daytimer view

I
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Improved year selector and current-month display

Example of importing events using vCal standard

4 Jun 2004 k| .'
M T W T F § PR .
T tmpert Fesand Fldrs..
Expart, .. Import Address Book..,

[ )

Import Calendar, ..

(n ]

Delete (@]

5

(]

Default reminder preference settings

Friclay, June 25, 2004 7:40 A [ et defaut reminger:  [i5 Minutes =] Setsthisreminder on new events and

tasde,

New FirstClass Contact Manager

The new FirstClass Contact Manager is a major rewrite of the old Directory and Address Book user interface.
It includes completely new views for displaying and using contacts, as well as improvements to the contact
form. In addition, users can import and export Contact Manager entries using the vCard format.

Features include:

New rolodex style index card view

Index card view includes alphabetical navigation buttons

Export personal addresses in the following formats:

vCard

Outlook (CSV file formatted for Outlook)

Blackberry (CSV file formatted for BlackBerry)

FirstClass (CSV file formatted for FirstClass)

Import vCard or CSV files that are attached to messages

Choice of different contact form layouts

Include rich content to each card in the lower pane, including links to messages, pictures
Initiate telephone call to contact (requires FirstClass Voice Services)

New "select fields" functions makes choosing displayed columns easy

Fields can be edited directly in list and index card views for fast updating of contact info
"Instant Lookup" feature opens associated contact sheet when double clicking on internet address or
phone number in a message From/To list

Index card view (rolodex style)

(@ comcacea: R -0l

Fle Edt Format Message Collsborate Yiew Help

Ix

|Ze=aft

& Contact Database  5Files OFolders  : ScoftWillamson 49M Free

3 Marketing Staffers

%E—man address: Etfie F. Glickman

= Joe Penny

E-mail address: oe@huskyplanes.com
Business Phone:  555-335-5355

Home Phane: 222-222-2222
Company: Husky Planes

= Effie Glickman

E-mail acdress: etfie@firstclass.com
Business Phone:  555-335-5555

Home Phane: 222-222-2222
Compsny Husky Planes

1 tem selected

1l N A o A A Y
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Choice of contact form layouts

Cortact farm: Default hal

FirstClass

Lovanced uzer prefergPalm
Theze prefarences can §OU0OK |

" ] 1, ’
FirstClass' contact form layout Outlook' contact form layout
% Joe Penny: B =] 5]
File Edit Format Message ‘ Collaborate  Wiew Help
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Work phone 1: |555-555-5555 Home phone 1: |222-222-2222
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Pager: Mobile phone:  [555-444-3333 s pages. |
Wiork fex Home: fax [
Manager: Scott Williamson Aszistant: I
Phone: ¥5555 Phane: I
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First name: [efie Home1: x|[ozz2zzazzz
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Aress:
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Shared Contacts

With FirstClass 8.0, users can share selected contacts and mail lists with other users. Appearing as a
subfolder within Contacts, shared contacts databases can be shared with others in a manner similar to the
way conferences are shared amongst users. Permissions control who can access or edit the contents of
each shared database. When addressing a new message, contacts stored within shared contacts databases
are available for selection and 'multi-matching'.

12



Filtered Mailbox Views

FirstClass has always provided an enhanced "threaded view" of the mailbox, with sent and received
messages threaded together, making it easy and quick to review previous messages in discussions. To
facilitate the transition of new users from other messaging systems, FirstClass 8.0 includes filtered views of
the mailbox, enabling users to view only received items, sent items, unsent items, or voice/fax messages.
The enhanced "threaded view" of mailbox continues to be available to all users. Additional views and sorts
will be added in the future.

New View Manager

The view manager provides enhanced flexibility for displaying items in a conference or folder. Any object can
be placed in the upper or lower panes, on the toolbar, or even hidden altogether.

w Yiew lcon D, [con position

iey Default |
iDefault ’

Icor;

lcon position:

Tables in Messages and Documents

One of the major changes to the FirstClass client is the incorporation of tables in the FirstClass editor. Table
support in FirstClass is very powerful, including a full table editor. Tables may be any size, height, and width
and may be either fixed or proportional. Each table cell can hold any FirstClass content, including text,
images, and even another table. Additionally, new data translation engines allow copy and paste of tabular
data for seamless interchange with other applications, for example spreadsheets.

The new FirstClass table functionality is also integrated tightly with FirstClass Internet Services for handling of
inbound and outbound HTML mail, as well as for publishing FirstClass web pages with embedded tables to
the web.

Table formatting features include:

Importing tables from external sources (paste comma or tab delimited text as table)
Change column/row width

Merge cells

Wrap text around table

Alignment

Deleting/inserting rows/columns

Table width (percentage or absolute size)

Borders (with color choice)

Visible or invisible borders

13



Example of table (with border and inline images)

gTahle of Corporate Logos 3 = =] ZI

File Edt Format Message Collaborate Wiew Help

|[# | m|ea|eB

b

&7& Unsent Message

From: ¢ Joe Penny

Subject: ITabIe of Corporate Logos

Ta: Ié Scott Williamson

Ce: |

| By 7 owan|= E iz P4 E
[rial = [0 = Ml et 3 [resert...

POPSTTSUY COMPPPSTSISUSS SUSPSPSITIINY| COMPRI TUOUS) SRS S
Description Logo Use

FirstClass Logo FleTC o sse Collsteral
FirstClass Unified FIRSTCLASS- Yoice Services

Messaging Unified Communications

100% ~[#|

Printing Improvements

FirstClass 8.0 includes a comprehensive update of the FirstClass printing subsystem. Major enhancements
have been made to the printing of Contact Manager and Calendar items. For the Calendar, printing of both

Examples of table formatting options

& Format Table -3 x|
Use Default
Table layout
[_ Place text beside table [_ First rowy is header
Alignment: Left fhd
Wickth: [100 #| |percent (auto) x|
Tahle padding: iS pixels ‘;}
Cell layout
Alignment; {Top i et x|
Cell padding: 52 pixels ‘;]
Borders
Color; .3
[/ Exerior. |1 pieis 3
| Hetizartal {1 pixels s
I7 “ertical 1 pixels 3
Cancel | 6] I

summary views (day, week, and month) and individual events and tasks have been improved.

Client Resource Management

e Client works with server to download resources as required

e Works with icons, backgrounds, forms, sounds

e Stored in Rules & Resources folder, managed by conference controller

General Enhancements

Other FirstClass client improvements designed to improve the performance and productivity of both users and

administrators include:

resources folder

Color individual items in mailbox and conference list displays
Smart image paste with automatic conversion to PNG or JPEG
'Place Special' includes JPEG quality options

Edit field information in list view (without opening message or document)
Display disk usage on status bar, including percentage of disk quota used
'Home Page Folder' becomes "My Web Site'

Embed voice recordings in messages and documents

Include comments for embedded images (appear as 'tool tips')
Add per-mailbox/conference resources by uploading images and settings files to the Rules &

Who has this container open (similar to 'Who's Online')
Forwarded messages include message header summary information
'Reply with quote’ includes time and date of quoted message
Toolbars are saved on the server, so that you see the same toolbars from any computer
Extended support for Citrix and multi-user operating systems (e.g. OS X, Windows XP)

14
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FirstClass Plugin for Microsoft Internet Explorer

As part of our ongoing efforts to deliver FirstClass to a wide audience with minimal integration and
administration requirements, FirstClass 8.0 introduces the FirstClass Plugin for Microsoft Internet Explorer.
This is a FirstClass client designed to be completely embedded directly into Internet Explorer as an ActiveX
application. For ease of use, the plugin may be installed with only a single click and a small download. The
plugin gives users all the benefits of the rich FirstClass client experience, at the same time freeing
administrators from installing and maintaining software on the end-user machine.

Features include:

Explorer Bar (sidebar) that displays an explore-like view of the desktop
Drag HTTP URLs directly to your bookmarks folder in the sidebar
Navigate using the browser's back and forward buttons

Embed FirstClass content in web pages

FirstClass Explorer Bar (with web page open in the main browser window)
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FirstClass Conference embedded in a web page
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FirstClass Instant Messaging and Presence Management

This release introduces two new FirstClass components designed to improve real-time collaboration in a wide
range of environments, including education, business, and government.

Instant Messaging and Presence Management Integrated with Collaboration

FirstClass now includes Instant Messaging directly integrated with a collaboration system. The new FirstClass
Presence Management tool enables you to see when colleagues are online and jump directly to an instant
messaging environment. The combination of instant messaging, presence management and collaboration
makes FirstClass the first product to offer true Instant Collaboration.

Instant Messaging session

&7 Instant Message :

Eile  Edit Format Message Collaborake  View

Help

=13l

Simon H. Sensel has joined the chat

Scott Williamson: Hi Simon, now that we
hawe our PR plan organized from today's
meeting - do you have any additional marketing
information ar case studies thet | can have
look &t?

Simon H. Sensel Yes, we have some new
and exciting case studiss

Simon N. Sensel '] als0 ke to let you know
that the Marketing Department has decided on
& calour fo use for our logos - wivat do you
think?

FIRSTCLASS’

Unified Communications
Scott Williamson: Thanks, that's perfect.
Thank you for sttaching the case studies to
this IM ses=ion.

2| Participarts | attachments | Setun)

Participants:

& Scott Wilismson
Simon M. Sensel

[ |

Y lgnore | & 2low | 2 Disallave |

S|P e 1 u e as

FERE

I wil speslto you leter this afternoon

=& Send

Left = [Insert... #) Hand Up

& Pause
49 Push to Talk
[ @rie |

Per IM-session options

Mame:  Marketing Upcate|

F Sounds
| Moderated

[ Enable catch up

[ Show time stamps

Transcript =etup

|_ Save transcript

Instant Messaging features include:

Allow "catch-up" option (determines whether
new invitees can see previous content from the
IM session)

"Pause" feature to indicate to others that you will
be temporarily unavailable (without exiting the
IM)

Ignore messages from particular users (in your
view of the session only)

Assign a name to an IM session, which is
displayed for subsequent invitations
Moderated IM session (moderator can control
who can contribute, participants can request
posting rights)

create transcript of IM sessions

the ability to attach files to IM session
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IM session buttons

| =& Send Sends a transcript of the IM session

A Hand Up Request posting permissions in a moderated IM session

Records a voice message to be added to the IM session
{4 Puzh to Talk

£ Pause | Tell others that you will be “right back”
| Invite others to the IM session

ﬁ:ﬁ Invite

¢ Instant Messaging enables a rich array of media types, including full format text, voice, images, and
attachments

e Paste in full format content with tables, graphics and formatting intact
e Record voice audio clips using "push to talk" button
e Advanced user interface, including typing activity indicator

Presence Management

New presence management features in FirstClass 8.0 facilitate communication by providing information about
a user's online status and by providing ways to send instant messages directly.

Presence Management features include:

|# &g By e Indication of who is currently online with the
e names of users who are logged in displayed in
@ Unszent Message

bold on messages, calendar events, and more:

Fron pETE R Aol e Ability to right-click on one or more names
[ - Srenig anywhere to start IM (Example below - right

T | ¢ Simon N. Senzel

click on a bolded name in an email To: list):
e | e Group and per-user preference of who can view
your online presence

OZ |t R I uw|EE |28 U@
[asrial = [0 = = =t =] finsert...
| T T T T T ||

=l8IXl |nstant presence indicator lists ("buddy lists")
File Edit Format Message Collaborate View Help .
”a.;e B NE- R As part of the new FirstClass Rresence Management
system, all addresses automatically become presence
= lieari Message indicator lists. Whether it's a mail list, a Mailbox, a
From: i ScottWillamson conference or even the list of To and Cc names in
Subject  [LiveLinkup Phosnix messages, the names of users who are currently

To: % Scott Williamson online are displayed in bold. You can easily instant

B sy message them with a single click.
s Add to Contacts Folder..,
Copy

Ce: I Résume

Cpen User Calendar

4T | P B I CreateMalTo I | *d &
el Inskant ge... T
-
il il g nsert..
| ST S T T T T S
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Controlling Presence Display
User can control who can see presence information by using a new user preference.

Showy presence to; [Default

Everyane

My Crganization
by Grovp
Mobady
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Virus Scanning Integration

FirstClass 8.0 enables administrators to configure FirstClass Internet Services to check all mail for viruses
before delivery, using a third-party, stand-alone virus scanning engine. Based on the results from this virus
scan, FirstClass 8.0 will be able to delete suspicious attachments.

In FirstClass 8.0, the Symantec Scan Engine is supported. Symantec has shown excellent response to virus
threats. In addition, Symantec provides a server based virus scanner product that can be network accessed
and "farmed" (multiple scan servers supported). Note that a secure protocol is used between FirstClass and
the virus scanning engine, for additional protection.

In FirstClass 8.0 we support a number of specific features, which include:

The ability to configure a Symantec AV scan server or server farm for use by Internet Services

The ability to route all incoming or outgoing attachments, or both, to the AV scan server

The ability to set the text of the notification when a virus is detected

If a virus is detected, on an inbound message, Internet Services deletes attachment and replaces it
with warning text

e Ifavirus is detected on an outbound message, Internet Services deletes attachment and NDNs
message with warning text

Virus scanning setup form

Text Style | Outbound | SMTP | POP3 | IMAP4 | Routing | Limits  Antivirus
Use this tab to specify how antivins senvices are provided
Symantec Antivirus Scan Engine
« Scan inbound email attachments
- San outhound email attachments :

Scan Engine P list:
Warning text when a virus is detected in inbound messages:

The virus "*2" was detected in an attachment named "*". The attachment has been removed from
this message

MDM text when a virus is detected in outhound messages:

The virus ""2" vwas detected in an attachmert named "*". The message has not heen sent. Please
contact the T department to have the virus removed from your computer

Cercel
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FirstClass Internet Services

In FirstClass 8.0, enhancements are focused on improving its scalability, reliability, and performance. As well,
substantial effort has been placed on improving the quality of existing features.

Performance, Reliability, Ease-of-use

The FirstClass 8.0 Internet Services release heralds a new high in both performance and reliability.
Substantial improvements have been made to the protocol used between the FirstClass Server and
FirstClass Internet Services. The net result of these improvements is that heavily-loaded sites will see
performance boosts of up to ten times for inbound and outbound SMTP mail. These protocol changes also
substantially improve caching and download speeds for both HTTP and FTP. On the HTML side, many
common operations have also been sped up by a factor of 10, with special emphasis on faster template and
CGil processing. Finally, to improve the ability of FirstClass to run in an unattended environment, this release
includes the ability to run Internet Services as a service under Windows NT/2000/XP/2003.

Internet Services API (ISAPI)

ISAPI enables web-based applications to run faster than conventional CGI programs because they're more
tightly integrated with Internet Services. For example, using ISAPI will improve the execution speed of Perl
and PHP scripts.

S/MIME Support

FirstClass 8.0 introduces the ability to handle both inbound and outbound SMTP messages encrypted using
S/MIME.

S/MIME (Secure Multi-Purpose Internet Mail Extensions) is a secure method of sending email that uses the
Rivest-Shamir-Adleman (RSA) encryption system. S/MIME is included in the latest versions of the Web
browsers from Microsoft and Netscape and has also been endorsed by other vendors that make messaging
products. RSA has proposed S/MIME as a standard to the Internet Engineering Task Force (IETF).

Livelink Integration

For customers wishing to take advantage of both FirstClass and Livelink, Open Text's flagship knowledge
management product, we offer a web interface designed for seamless integration with the Livelink user
interface.

SPAM Filtering Enhancements

Building on the work in FirstClass 7.1, Internet Services now contains additional support for spam filtering.
New features include:

Simple wild card supported in IP address and domain filter documents

Regular expression-based wild cards IP address and domain filter documents

Multiple word list files (similar to SubjectBlock) that can be scored differently, etc.
Filtering text found in the body of messages

Filtering text or domain names found within incoming link and image HTML tags
Additional functions and actions for IS mail rules

Default rules document contains significantly more spam-filtering rules

Support for extended regular expression matching (eregexp) in rules

Blocking of messages based on attachment name (useful for blocking virus attachments)
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Temporarily Block or Suspend IP Addresses

FirstClass 8.0 includes some new features for preventing denial or service and other Internet-based attacks.
Internet Services can now be configured to temporarily block or suspend IP addresses from suspicious
connection attempts. Internet services can also be configured to hold (or 'blackhole’) such connections for
extended periods of time, trying up an attacker's resources and diminishing their ability to attack your server
as well as other servers.

Table Support on Inbound and Outbound HTML
In conjunction with the new FirstClass client table handling, Internet Services has been enhanced to allow full

use of tables. This enables the use of tables in both inbound and outbound HTML messages, and allows
FirstClass documents with tables to be published on the web.

UTF-8/Unicode Support

In conjunction with ongoing support for multiple languages, Internet Services adds additional support for
inbound and outbound UTF-8/Unicode messages.

Improved FirstClass Web Interfaces

The new FirstClass 8.0 web interface is now approaching the FirstClass client in both richness and
performance. Improvements include:

Additional tags for visually impaired users with screen readers
Extra preferences

Expanded support for mail rules

Improved calendar interface

HTML-based instant messaging

Standard Web User Interface:
Some of the enhancements to the Standard Web Ul include:

Viewing
¢ Quick search using the search field on the summary bar
e Summary bar shows how much of your allotted disk space you have used
e Summary Bar contains Quick Search field and amount of disk space quota used:

“=Desktop 2 Files 12 Folders  julie: Joe Penny Storage Quota: L]

- Destination: - - || Mave W, DS 5

M % MailBox [T & Ccalendar [ & Contacts

e Summary bar shows the path to the open container; you can click any container in this path to go to
it:

== Conference: Practical Uses for FirstClass 3 Files 1 Fol

Desktop = Help = Practical Uses for Firstc

LOOES NG 9y 5

™ & Developing Projects - Educatian
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The names of users who are currently logged in are in bold:

Fram: & Joe Penny =

Subject: ITUday's hieeting

To: & ¢ Scott Wiliamson
@ & Simon N, Sensel
| Aok

Ce:| Akl

View users' Directory information from the Directory or Who's Online list
Collapse and expand message threads individually (by clicking the + and - signs)
List only a selected type of mail, such as unread mail

Working with Objects

Change objects' properties, including making them protected, auto-open, or stationery
New object field redesigned to remove need to click New

Calendars

Reminders appear on the toolbar

Set a "snooze" time for reminders, to make them reappear

Change one occurrence of a repeating event

Change the category and color of received events, and change their reminder specifications
Specify a time zone for calendar tasks

Create untimed events

Day view shows untimed events at the top

Specify default event reminder timing for events that you create

Accept event invitations on a tentative basis

Invitations from users without permission to add events to your calendar are sent to your Mailbox
Participants are automatically asked to respond

Linking

Add links to FirstClass containers to your Desktop

Contact management

Address books have been renamed Contacts folders

Attach files/FirstClass objects to personal addresses

Create contact databases that you can share with other users
Index Card view

Specify the personal address form to use for a contact database

Messages

Replies include the time the original message was sent
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Instant messaging

680 _ O8I A halreshm |0

e e L

Hame: |
I~ Enstiw calnup [ Mogwrated

i sot
™ S banbingt

The chat functionality has been redesigned and
enhanced, and chats are now called Instant Messaging
sessions

No Java applet required

Web browser users have continual "presence" on the
server, meaning they can be invited to an Instant
Messaging session

Can moderate Instant Messaging sessions

= T i Attach files to sessions

e Save IM transcripts

o Control what others see when the enter IM sessions
later in the meeting

e Let others in the session know you are temporarily
unavailable

Webmail user interface

Viewing
e Summary bar shows how much of your allotted disk space you have used
e The names of users who are currently logged in are in bold

Mailbox split into Inbox and Outbox tabs:

Calendars

Accept a calendar event tentatively
Calendar reminders generate a reminders tab
Set a "snooze" time for reminders, to make them reappear
Change the category and color of received events, and change their reminder specifications
Specify a time zone for calendar tasks
¢ Create untimed events
¢ Day view shows untimed events at the top
o Participants are automatically asked to respond

Contact Management

e Address Book tab now called Contacts tab
¢ Contacts tab contents are displayed in an Index Card view that lets you create pre-addressed
messages
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Instant Messaging

Lets users chat online via the web interface
e Web browser users have continual "presence" on

15 || 2% Calendar | &5 Instant Message | 2 Logout the server, meaning they can be invited to IM

Storage Guota: ]

session

Can moderate Instant Message sessions

Attach files to sessions

Save Instant Message transcripts

Control what others who enter chats in progress

see in the transcript

e Let others in the IM session know you are
temporarily unavailable

Messages

Replies include the time the original message was sent
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FirstClass Directory Services

As part of our ongoing commitment to supporting open standards, FirstClass 8.0 includes a new component,
FirstClass Directory Services (FCDS), which substantially improves the integration of FirstClass into larger
meta-directory environments. The initial release of FirstClass Directory Services encompasses three distinct
areas of improvement:

Supporting Bidirectional User Maintenance between FirstClass and Meta Directories via LDAP V.3
With the first release of FCDS, FirstClass administrators have the option of "slaving" the FirstClass server to
an external LDAP V.3 directory. When users are added, deleted, or modified on the LDAP server, the
FirstClass Directory will be automatically updated through FCDS. The feature also allows administrators to
"slave" other applications to FirstClass, allowing FirstClass to be used as the meta-directory in any network.

Providing Access to FirstClass Directories from LDAP V.3 Clients

As part of enabling FirstClass to fit seamlessly into a network of standards-based directories, FCDS supports
querying of the FirstClass Directory from any LDAP V.3 client application. Existing FirstClass sites may elect
to take advantage of single-sign-on in a wide variety of applications (for example file servers, printers, or
copiers) without the expense of running another server by simply instructing those applications to authenticate
against FirstClass Directory Services.

Enabling External Authentication through LDAP V.3

FCDS supports login authentication to be performed by an external LDAP V.3 directory, for FirstClass
Administrators who wish to allow this option on their systems.
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FirstClass Voice Services

The primary focus for FirstClass Voice Services 8.0 is enhancing performance, reliability, and ease-of-use. In
addition, there will also be some important new features added:

New Intel Dialogic Support (originally released in FirstClass 7.1 SP2)

FirstClass 8.0 includes support for new voice processing hardware for PBX and key system integration. The
Dialogic D42JCT-U (4-port) and the D82JCT-U (8-port) voice boards connect a Nortel Norstar or a Nortel
Meridian 1 PBX to Voice Services. The D42/D82 is intended to replace the Brooktrout TR114, Connected
Systems PBXLink combination. Also needed to receive faxes, one or more Dialogic VFX 41JCT LS fax
resources boards (4 analog fax resources each).

Telephone Access to FirstClass Content

This release will introduce telephone access to FirstClass content, including Contact Manager and Calendar
information. This access will be provided through a new FirstClass Telephone User Interface (TUI).

FirstClass "Call User" Functionality

By right-clicking on users' names, telephone conversations can be initiated between two or more people.
FirstClass Voice Services dials each user's phone number and bridges the call.

Additional Telephone User Interfaces (TUIs)

To improve migration from older voice mail systems, this release includes two new TUIs, one with a command
set similar to that used by many Octel voice mail systems, and the other with a command set similar to that
used by many Centigram voice mail systems. The Centigram TUI (originally released in FirstClass 7.1 SP2)
provides access to voicemail only.
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Additional FirstClass Tools

Client Migrator for Lotus Notes

FirstClass Migrator for Lotus Domino/Notes (FirstClass Migrator) is a utility designed to facilitate user
migration from Domino/Notes to FirstClass. Using FirstClass Migrator, you can replicate private contacts,
appointments, tasks, and other personal messaging information either stored on the remote Domino server or
saved locally by the Lotus Notes client.

Postponed Features:

The following features were previously targeted for the FirstClass 8.0 release. With the goal of speeding the
release of FirstClass 8.0, they have been postponed for a future release.

Longer user names in the FirstClass Directory

Pick outgoing Internet email address

Primary email alias is displayed on status bar

Instant Messaging - invite with message, decline with message, and custom user icons

www.firstclass.com

North America: 388.588.3444 info@firstclass.com
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